Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federal Government is vital to the Federal Government’s ability
to perform its critical functions. The development of commercial software often lacks transparency,
sufficient focus on the ability of the software to resist attack, and adequate controls to prevent
tampering by malicious actors. There is a pressing need to implement more rigorous and predictable
mechanisms for ensuring that products function securely, and as intended. The security and integrity of
“critical software” — software that performs functions critical to trust (such as affording or requiring
elevated system privileges or direct access to networking and computing resources) — is a particular
concern. Accordingly, the Federal Government must take action to rapidly improve the security and
integrity of the software supply chain, with a priority on addressing critical software.

(b) Within 30 days of the date of this order, the Secretary of Commerce acting through the Director of
NIST shall solicit input from the Federal Government, private sector, academia, and other appropriate
actors to identify existing or develop new standards, tools, and best practices for complying with the
standards, procedures, or criteria in subsection (e) of this section. The guidelines shall include criteria
that can be used to evaluate software security, include criteria to evaluate the security practices of the
developers and suppliers themselves, and identify innovative tools or methods to demonstrate
conformance with secure practices.

(c) Within 180 days of the date of this order, the Director of NIST shall publish preliminary guidelines,
based on the consultations described in subsection (b) of this section and drawing on existing
documents as practicable, for enhancing software supply chain security and meeting the requirements
of this section.

(d) Within 360 days of the date of this order, the Director of NIST shall publish additional guidelines that
include procedures for periodic review and updating of the guidelines described in subsection (c) of this
section.

(e) Within 90 days of publication of the preliminary guidelines pursuant to subsection (c) of this section,
the Secretary of Commerce acting through the Director of NIST, in consultation with the heads of such
agencies as the Director of NIST deems appropriate, shall issue guidance identifying practices that
enhance the security of the software supply chain. Such guidance may incorporate the guidelines
published pursuant to subsections (c) and (i) of this section. Such guidance shall include standards,
procedures, or criteria regarding:

(i) secure software development environments, including such actions as: (A) using administratively
separate build environments; (B) auditing trust relationships; (C) establishing multi-factor, risk-based
authentication and conditional access across the enterprise; (D) documenting and minimizing
dependencies on enterprise products that are part of the environments used to develop, build, and edit
software; (E) employing encryption for data; and (F) monitoring operations and alerts and responding to
attempted and actual cyber incidents;

(ii) generating and, when requested by a purchaser, providing artifacts that demonstrate conformance
to the processes set forth in subsection (e)(i) of this section;

(iii) employing automated tools, or comparable processes, to maintain trusted source code supply
chains, thereby ensuring the integrity of the code;



(iv) employing automated tools, or comparable processes, that check for known and potential
vulnerabilities and remediate them, which shall operate regularly, or at a minimum prior to product,
version, or update release;

(v) providing, when requested by a purchaser, artifacts of the execution of the tools and processes
described in subsection (e)(iii) and (iv) of this section, and making publicly available summary
information on completion of these actions, to include a summary description of the risks assessed and
mitigated;

(vi) maintaining accurate and up-to-date data, provenance (i.e., origin) of software code or components,
and controls on internal and third-party software components, tools, and services present in software
development processes, and performing audits and enforcement of these controls on a recurring basis;

(vii) providing a purchaser a Software Bill of Materials (SBOM) for each product directly or by publishing
it on a public website;

(viii) participating in a vulnerability disclosure program that includes a reporting and disclosure process;
(ix) attesting to conformity with secure software development practices; and

(x) ensuring and attesting, to the extent practicable, to the integrity and provenance of open source
software used within any portion of a product.

(f) Within 60 days of the date of this order, the Secretary of Commerce, in coordination with the
Assistant Secretary for Communications and Information and the Administrator of the National
Telecommunications and Information Administration, shall publish minimum elements for an SBOM.

(g) Within 45 days of the date of this order, the Secretary of Commerce, acting through the Director of
NIST, in consultation with the Secretary of Defense acting through the Director of the NSA, the Secretary
of Homeland Security acting through the Director of CISA, the Director of OMB, and the Director of
National Intelligence, shall publish a definition of the term “critical software” for inclusion in the
guidance issued pursuant to subsection (e) of this section. That definition shall reflect the level of
privilege or access required to function, integration and dependencies with other software, direct access
to networking and computing resources, performance of a function critical to trust, and potential for
harm if compromised.

(h) Within 30 days of the publication of the definition required by subsection (g) of this section, the
Secretary of Homeland Security acting through the Director of CISA, in consultation with the Secretary of
Commerce acting through the Director of NIST, shall identify and make available to agencies a list of
categories of software and software products in use or in the acquisition process meeting the definition
of critical software issued pursuant to subsection (g) of this section.

(i) Within 60 days of the date of this order, the Secretary of Commerce acting through the Director of
NIST, in consultation with the Secretary of Homeland Security acting through the Director of CISA and
with the Director of OMB, shall publish guidance outlining security measures for critical software as
defined in subsection (g) of this section, including applying practices of least privilege, network
segmentation, and proper configuration.



(j) Within 30 days of the issuance of the guidance described in subsection (i) of this section, the Director
of OMB acting through the Administrator of the Office of Electronic Government within OMB shall take
appropriate steps to require that agencies comply with such guidance.

(k) Within 30 days of issuance of the guidance described in subsection (e) of this section, the Director of
OMB acting through the Administrator of the Office of Electronic Government within OMB shall take
appropriate steps to require that agencies comply with such guidelines with respect to software
procured after the date of this order.

() Agencies may request an extension for complying with any requirements issued pursuant to
subsection (k) of this section. Any such request shall be considered by the Director of OMB on a case-by-
case basis, and only if accompanied by a plan for meeting the underlying requirements. The Director of
OMB shall on a quarterly basis provide a report to the APNSA identifying and explaining all extensions
granted.

(m) Agencies may request a waiver as to any requirements issued pursuant to subsection (k) of this
section. Waivers shall be considered by the Director of OMB, in consultation with the APNSA, on a case-
by-case basis, and shall be granted only in exceptional circumstances and for limited duration, and only
if there is an accompanying plan for mitigating any potential risks.

(n) Within 1 year of the date of this order, the Secretary of Homeland Security, in consultation with the
Secretary of Defense, the Attorney General, the Director of OMB, and the Administrator of the Office of
Electronic Government within OMB, shall recommend to the FAR Council contract language requiring
suppliers of software available for purchase by agencies to comply with, and attest to complying with,
any requirements issued pursuant to subsections (g) through (k) of this section.

(o) After receiving the recommendations described in subsection (n) of this section, the FAR Council
shall review the recommendations and, as appropriate and consistent with applicable law, amend the
FAR.

(p) Following the issuance of any final rule amending the FAR as described in subsection (o) of this
section, agencies shall, as appropriate and consistent with applicable law, remove software products
that do not meet the requirements of the amended FAR from all indefinite delivery indefinite quantity
contracts; Federal Supply Schedules; Federal Government-wide Acquisition Contracts; Blanket Purchase
Agreements; and Multiple Award Contracts.

(q) The Director of OMB, acting through the Administrator of the Office of Electronic Government within
OMB, shall require agencies employing software developed and procured prior to the date of this order
(legacy software) either to comply with any requirements issued pursuant to subsection (k) of this
section or to provide a plan outlining actions to remediate or meet those requirements, and shall further
require agencies seeking renewals of software contracts, including legacy software, to comply with any
requirements issued pursuant to subsection (k) of this section, unless an extension or waiver is granted
in accordance with subsection (l) or (m) of this section.

(r) Within 60 days of the date of this order, the Secretary of Commerce acting through the Director of
NIST, in consultation with the Secretary of Defense acting through the Director of the NSA, shall publish
guidelines recommending minimum standards for vendors’ testing of their software source code,



including identifying recommended types of manual or automated testing (such as code review tools,
static and dynamic analysis, software composition tools, and penetration testing).

(s) The Secretary of Commerce acting through the Director of NIST, in coordination with representatives
of other agencies as the Director of NIST deems appropriate, shall initiate pilot programs informed by
existing consumer product labeling programs to educate the public on the security capabilities of
Internet-of-Things (loT) devices and software development practices, and shall consider ways to
incentivize manufacturers and developers to participate in these programs.

(t) Within 270 days of the date of this order, the Secretary of Commerce acting through the Director of
NIST, in coordination with the Chair of the Federal Trade Commission (FTC) and representatives of other
agencies as the Director of NIST deems appropriate, shall identify loT cybersecurity criteria for a
consumer labeling program, and shall consider whether such a consumer labeling program may be
operated in conjunction with or modeled after any similar existing government programs consistent
with applicable law. The criteria shall reflect increasingly comprehensive levels of testing and
assessment that a product may have undergone, and shall use or be compatible with existing labeling
schemes that manufacturers use to inform consumers about the security of their products. The Director
of NIST shall examine all relevant information, labeling, and incentive programs and employ best
practices. This review shall focus on ease of use for consumers and a determination of what measures
can be taken to maximize manufacturer participation.

(u) Within 270 days of the date of this order, the Secretary of Commerce acting through the Director of
NIST, in coordination with the Chair of the FTC and representatives from other agencies as the Director
of NIST deems appropriate, shall identify secure software development practices or criteria for a
consumer software labeling program, and shall consider whether such a consumer software labeling
program may be operated in conjunction with or modeled after any similar existing government
programs, consistent with applicable law. The criteria shall reflect a baseline level of secure practices,
and if practicable, shall reflect increasingly comprehensive levels of testing and assessment that a
product may have undergone. The Director of NIST shall examine all relevant information, labeling, and
incentive programs, employ best practices, and identify, modify, or develop a recommended label or, if
practicable, a tiered software security rating system. This review shall focus on ease of use for
consumers and a determination of what measures can be taken to maximize participation.

(v) These pilot programs shall be conducted in a manner consistent with OMB Circular AZ119 and NIST
Special Publication 2000-02 (Conformity Assessment Considerations for Federal Agencies).

(w) Within 1 year of the date of this order, the Director of NIST shall conduct a review of the pilot
programs, consult with the private sector and relevant agencies to assess the effectiveness of the
programs, determine what improvements can be made going forward, and submit a summary report to
the APNSA.

(x) Within 1 year of the date of this order, the Secretary of Commerce, in consultation with the heads of
other agencies as the Secretary of Commerce deems appropriate, shall provide to the President,
through the APNSA, a report that reviews the progress made under this section and outlines additional
steps needed to secure the software supply chain.



